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= Hardware backdoors? [8]

= RISC-V is completely open :
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ﬂ Contributions

= TIMBER-V: Enclaves from tagged memory for embedded RISC-V
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TIMBER-V TagRoot

Root of trust in privileged software

Supports SGX and TrustZone model

Enclave management
Inter-enclave communication

» Fast shared memory
= Mutual authentication
= Implicit local attestation

= Sealing (like SGX)
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Novel Stack Sharing

Application

store XXX
jmp e

a: store YYY
store ZZZ

= Single stack shared between application and enclave ...
... and between TagRoot!
= Heap sharing quite similar

Samuel Weiser
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Key Insights

= Build enclaves with tagged memory

= Fine granularity and high flexibility

= Combination with MPU allows tiny 2-bit tags

= Reduced memory fragmentation

= Shared stacks, heaps ... '

Samuel Weiser .
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Proof-of-Concept

Integration in ISA simulator (Spike)

Full TagRoot implementation
FreeRTOS integration

Gnu GCC support

Benchmarks (Coremark, Beebs)

= Open source: github.com/IAIK/timber-v

Samuel Weiser .
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TIMBER-V

Bonus: New Instructions

Samuel Weiser
NDSS’19, San Diego

RISC-V | TIMBER-V  Arguments

1b,1bu lbct,lbuct etag < check for expected memory tag
Y | 1h,lhu lhct,lhuct etag (fault on mismatch)
(@]
A | 1w lwct etag

1tt etag < load and test tag w.o. fault

o | SP sbct etag,ntag < also store new memory tag
§ sh shct etag,ntag
n

sw swct etag,ntag

www.iaik.tugraz.at
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TIMBER-V

Bonus
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