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: : Application Scenario

Two trusted endpoints want to communicate. E.g. secure chat, video

conferencing...

Application Scenario
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Secure banking

Current Situation
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: : Current Situation

Intel Software Guard Extensions (SGX) is a new technology for protecting

application code. So, it can be used to protect the upper software layer.

Intel SGX enhances app security
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application code. So, it can be used to protect the upper software layer.

Trusted I/O path requires crypto
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: : Trusted I/O path requires crypto

However, SGX does not provide means to securely talk to endpoints.

It is lacking a trusted I/O path.

Trusted I/O path requires crypto
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: : Trusted I/O path requires crypto

However, SGX does not provide means to securely talk to endpoints.

It is lacking a trusted I/O path.

SGX does NOT support
Generic Trusted I/O Path!



8

SGXIO: Generic Trusted I/O Path for Intel SGX

SGX does NOT support
Generic Trusted I/O Path!

Samuel Weiser, Mario Werner
March 23rd, 2017

Dependable Computing

SGX does NOT support
Generic Trusted I/O Path!

SGXIO: Generic Trusted I/O Path for Intel SGX 8/69

SGXIO: Generic Trusted I/O Path
for Intel SGX



9

SGXIO: Generic Trusted I/O Path for Intel SGX

SGXIO: Generic Trusted I/O Path
for Intel SGX

Samuel Weiser, Mario Werner
March 23rd, 2017

Dependable Computing

SGXIO: Generic Trusted I/O Path
for Intel SGX

SGXIO: Generic Trusted I/O Path for Intel SGX 9/69

SGXIO Architecture

Conceptual work

Use SGX to protect user app
Use hypervisor for trusted path [3]
Use Trusted Platform Module (TPM) for verifying hypervisor
Bind security domains of SGX and TPM
Make enclaves context-aware (enclave virtualization attacks)

→ Achieve trusted path for SGX

→ Support verification of the trusted path
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: : SGXIO Architecture

End-to-end security to the user device
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Setup: Commodity Operating System (OS)
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: : Setup: Commodity Operating System (OS)

Linux, Windows: large codebase, many potential 0-day vulnerabilities.

OS is untrusted
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: : OS is untrusted

To be on the safe side, consider OS untrusted

Driver is untrusted



14

SGXIO: Generic Trusted I/O Path for Intel SGX

Driver is untrusted

Samuel Weiser, Mario Werner
March 23rd, 2017

Dependable Computing

Driver is untrusted

SGXIO: Generic Trusted I/O Path for Intel SGX 14/69
: : Driver is untrusted

...

App is untrusted
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: : App is untrusted

...

Protect app with SGX
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: : Protect app with SGX

Intel introduced Software guard extensions
Secure execution in so-called Enclaves.
Enclave is HW protected virtual memory region in an ordinary application
process.

Malicious OS cannot tamper, minimal trust base.

Verify app with SGX
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: : Verify app with SGX

To be sure that enclave is not manipulated or simulated: RemoteAttest. Crypto,
CPU keys.
Now app is secure.

Perfect for cloud computing.

We want trusted path to user
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: : We want trusted path to user

User apps typically interact with user. Often display sensitive data like chat
messages to the user or request passwords.

Trusted Path required. However, driver is untrusted.

SGXIO
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Isolate driver with hypervisor
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: : Isolate driver with hypervisor

Protect driver with HV. Other drivers remain inside OS. No OS changes

required.

OS can intercept trusted path
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: : OS can intercept trusted path

App needs to encrypt trusted path.

OS can intercept trusted path
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: : OS can intercept trusted path

App needs to identify correct driver.

Run driver in SGX enclave
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: : Run driver in SGX enclave

...

Run driver in SGX enclave
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: : Run driver in SGX enclave

...

Encrypt trusted path
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SGXIO: Generic Trusted I/O Path for Intel SGX 25/69
: : Encrypt trusted path

Local attestation for symmetric key exchange.

Now, driver is secure. What can happen to the user device?

Isolate user device with Hypervisor (HV)
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: : Isolate user device with Hypervisor (HV)

HV not only isolates driver but also user device from OS.

Isolate user device with Hypervisor (HV)
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: : Isolate user device with Hypervisor (HV)

DMA, PCI remapping...

What can happen to the HV? Can we trust it to enforce isolation? What could a

compromised hypervisor do?

Compromised HV can intercept trusted path
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: : Compromised HV can intercept trusted path

Bypass all isolation and impersonate user.

Hypervisor attestation required
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: : Hypervisor attestation required

We require a way to verify - attest the hypervisor.
How to do this?

We stick to a known concept, called Trusted Boot.

Trusted Boot (TB) Enclave
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: : Trusted Boot (TB) Enclave

Introduce TB enclave for abstraction.

Protect with SGX

Trusted Boot (TB) Enclave
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: : Trusted Boot (TB) Enclave

...

Trusted Platform Module (TPM)
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: : Trusted Platform Module (TPM)

...

Trusted Boot
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SGXIO: Generic Trusted I/O Path for Intel SGX 33/69
: : Trusted Boot

During system boot, the TPM verifies all hypervisor code and stores the result in
a checksum.
Then, the TB enclave can later on verify this checksum via a TPM Quote
operation.

Are we safe now?

Can HV compromise be detected?
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: : Can HV compromise be detected?

Attacker compromises HV and diverts Trusted Path to own user device.

Can HV compromise be detected? Yes
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SGXIO: Generic Trusted I/O Path for Intel SGX 35/69
: : Can HV compromise be detected? Yes

TPM will generate wrong checksum - trusted boot process fails.

But wait...

Wait! Remote TPM attack (cuckoo attack)
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: : Wait! Remote TPM attack (cuckoo attack)

What if the attacker uses a remote TPM to compromise trusted boot?

Wait! Remote TPM attack (cuckoo attack)
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SGXIO: Generic Trusted I/O Path for Intel SGX 37/69
: : Wait! Remote TPM attack (cuckoo attack)

Since attacker is in control over the TPM, he can make it report a valid
checksum.
TB enclave accepts it because it cannot distinguish both TPMs.

Trusted boot will succeed.

TB enclave needs to
know correct TPM!
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TB enclave needs to
know correct TPM!

SGXIO: Generic Trusted I/O Path for Intel SGX 38/69

We need a domain binding between
SGX and the TPM
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We need a domain binding between
SGX and the TPM
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TPM Attestation Key
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TPM Attestation Key

SGXIO: Generic Trusted I/O Path for Intel SGX 40/69
: : TPM Attestation Key

Each TPM can derive unique attestation keys for doing the TPM quote.

We want to make this key known to the TB enclave in advance.

Install TPM certificate
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SGXIO: Generic Trusted I/O Path for Intel SGX 41/69
: : Install TPM certificate

We do this by installing the TPM certificate in the system...

Seal TPM certificate
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SGXIO: Generic Trusted I/O Path for Intel SGX 42/69
: : Seal TPM certificate

...and sealing it. This binds the certificate to the TB enclave on this CPU.

Are remote TPM attacks thwarted?
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SGXIO: Generic Trusted I/O Path for Intel SGX 43/69
: : Are remote TPM attacks thwarted?

...

Are remote TPM attacks thwarted? Yes
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Are remote TPM attacks thwarted? Yes

SGXIO: Generic Trusted I/O Path for Intel SGX 44/69
: : Are remote TPM attacks thwarted? Yes

Yes. When verifying the TPM quote the TB enclave detects the wrong key.

But what if the attacker installs his own TPM certificate?

Wait! Just install attacker’s TPM certificate
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SGXIO: Generic Trusted I/O Path for Intel SGX 45/69
: : Wait! Just install attacker’s TPM certificate

...

Certificate installation policy required
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SGXIO: Generic Trusted I/O Path for Intel SGX 46/69
: : Certificate installation policy required

...

What did we achieve so far?
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Recap: SGX protects enclaves
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But the combination of both is novel. We achieved a strong domain binding
between SGX and the hypervisor or the TPM.
All centered around the TB enclave.

This means that we have linked secure application code, running on top of the

OS with secure hypervisor and driver code, running below the OS.

We achieved attestable trusted path
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: : We achieved attestable trusted path

And we achieved our goal of implementing trusted paths for SGX enclaves,

which can moreover be verified or attested from the outside.

Well, almost...
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: : Driver Enclave Virtualization Attack

We started by verifying the app via remote attestation.

But now, the OS loads a fake driver instance...

Driver Enclave Virtualization Attack
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: : Driver Enclave Virtualization Attack

...inside the VM.
Note that Driver enclave is not manipulated. Just executed in a different context.
The CPU does not distinguish between the legitimate and the fake driver
enclave.

That’s why local attestation succeeds.

Driver Enclave Virtualization Attack
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: : Driver Enclave Virtualization Attack

Now driver can attest TB enclave...

Driver Enclave Virtualization Attack



57

SGXIO: Generic Trusted I/O Path for Intel SGX

Driver Enclave Virtualization Attack

Samuel Weiser, Mario Werner
March 23rd, 2017

Dependable Computing

Driver Enclave Virtualization Attack

SGXIO: Generic Trusted I/O Path for Intel SGX 57/69
: : Driver Enclave Virtualization Attack

...which successfully attests the hypervisor.

Driver Enclave Virtualization Attack
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: : Driver Enclave Virtualization Attack

And we have a broken trusted path, which goes undetected.

TB Enclave Virtualization Attack
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: : TB Enclave Virtualization Attack

The same attack can be applied to the TB enclave.

TB Enclave Virtualization Attack
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: : TB Enclave Virtualization Attack

Again, the CPU does not distinguish between the legitimate and virtualized TB

enclave. Both can unseal TPM certificate for hypervisor attestation...

TB Enclave Virtualization Attack
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: : TB Enclave Virtualization Attack

...which again succeeds.

TB Enclave Virtualization Attack



62

SGXIO: Generic Trusted I/O Path for Intel SGX

TB Enclave Virtualization Attack

Samuel Weiser, Mario Werner
March 23rd, 2017

Dependable Computing

TB Enclave Virtualization Attack

SGXIO: Generic Trusted I/O Path for Intel SGX 62/69
: : TB Enclave Virtualization Attack

As before, the trusted path can be stealthily subverted by the OS.

Making enclaves context-aware

Problem:

Enclaves do not know their execution context

Driver/TB Enclave cannot detect virtualization

Solution:

Hypervisor knows enclave context

Hypervisor isolates legitimate TB enclave and TPM from OS
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: : Making enclaves context-aware

OS cannot access TB enclave or TPM + sealed certificate.

Making enclaves context-aware
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: : Making enclaves context-aware

Only legitimate drivers can contact legitimate TB enclave for hypervisor

attestation.

Summary: SGXIO Requirements

App and untrusted OS inside a VM

Driver outside this VM

Hypervisor isolating driver and user device from VM

TPM for trusted boot

Strong binding between TPM and TB Enclave

Certificate installation policy

Hypervisor isolating TB enclave and TPM from VM
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More Topics

User verification

Choice of hypervisor

Driver and app design

Intel PAVP, Intel Insider

Fast & lightweight key exchange with SGX local attestation

→ See paper [1, 2]

PCI device isolation [3]

Hardware I/O support for enclaves [4]
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